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& ASSOCIATES

MEMORANDUM ON INTERNAL CONTROL

To the City Council of
the City of Manteca, California

In planning and performing our audit of the basic financial statements of the City of Manteca for the year
ended June 30, 2018, in accordance with auditing standards generally accepted in the United States of
America, we considered the City’s internal control over financial reporting (internal control) as a basis for
designing our auditing procedures that are appropriate in the circumstances for the purpose of expressing
our opinions on the financial statements, but not for the purpose of expressing an opinion on the
effectiveness of the City’s internal control. Accordingly, we do not express an opinion on the
effectiveness of the City’s internal control.

Our consideration of internal control was for the limited purpose described in the preceding paragraph
and was not designed to identify all deficiencies in internal control that might be material weaknesses or
significant deficiencies and, therefore, material weaknesses or significant deficiencies may exist and that
were not identified. In addition, because of inherent limitations in internal control, including the
possibility of management override of controls, misstatements due to error or fraud may occur and not be
detected by such controls. However, as discussed below, we identified certain deficiencies in internal
control that we consider to be significant deficiencies.

A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct misstatements on a timely basis. A material weakness is a deficiency, or a combination
of deficiencies, in internal control, such that there is a reasonable possibility that a material misstatement
of the City’s financial statements will not be prevented, or detected and corrected on a timely basis. We
did not identify any deficiencies in internal control that we consider to be material weaknesses.

A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less
severe than a material weakness, yet important enough to merit attention by those charged with
governance. We consider the deficiencies in internal control included on the Schedule of Significant
Deficiencies to be significant deficiencies.

Included in the Schedule of Other Matters are recommendations not meeting the above definitions that we
believe are opportunities for strengthening internal controls and operating efficiency.

Management responses included in this report have not been subjected to the audit procedures applied in
the audit of the financial statements and, accordingly, we express no opinion on them.

This communication is intended solely for the information and use of management, City Council, others
within the organization, and agencies and pass-through entities requiring compliance with Government
Auditing Standards, and is not intended to be and should not be used by anyone other than these specified
parties.

/W\AS@ 4 }Sﬂéo,adﬁd

Pleasant Hill, California —
Degembstan® 88 ration F 925.930.0135
3478 Buskirk Avenue, Suite 2156 1 E Mmaze@mazeassociates.com

Pleasant Hill, CA 94523 w mazeassociates.com
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CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

SCHEDULE OF SIGNIFICANT DEFICIENCIES

2018-001 Prior Year Recommendations Not Yet Implemented

During the current year audit, we followed up on the status of Significant Deficiencies identified on the
Status of Prior Year Significant Deficiencies. We found that the following deficiencies had either been
partially or not mitigated at June 30, 2018. Therefore, they are deemed to be current year Significant
Deficiencies. Details of these deficiencies and associated management’s responses are listed in the Status
of Prior Year Significant Deficiencies.

e 2017-002 Golf Enterprise Fund Working Capital

e 2015-002 Timely Review and Approval of Journal Entries

e 2015-003 Investment Reporting and Compliance

e 2015-004 Timely Filing of Continuing Disclosure Reports

e 2014-002 Timely Preparation and Approval of Bank Reconciliation
e 2012-02 Internal Controls — Segregation of Duties

Management’s Response:

See Management’s Response to Current Year Status for each of the above deficiencies as listed in
the Status of Prior Year Significant Deficiencies.
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CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

SCHEDULE OF OTHER MATTERS

NEW GASB PRONOUNCEMENTS OR PRONOUNCEMENTS NOT YET EFFECTIVE

The following comment represents new pronouncements taking effect in the next few years. We have
cited them here to keep you abreast of developments:

Effective in fiscal year 2018-19:

GASB 83 -- Certain Asset Retirement Obligations

This Statement addresses accounting and financial reporting for certain asset retirement obligations
(AROs). An ARO is a legally enforceable liability associated with the retirement of a tangible capital
asset. A government that has legal obligations to perform future asset retirement activities related to its
tangible capital assets should recognize a liability based on the guidance in this Statement.

GASB 88 — Certain Disclosures Related to Debt, including Direct Borrowings and Direct Placements

This Statement defines debt for purposes of disclosure in notes to financial statements as a liability that
arises from a contractual obligation to pay cash (or other assets that may be used in lieu of cash) in one or
more payments to settle an amount that is fixed at the date the contractual obligation is established. This
Statement requires that additional essential information related to debt be disclosed in notes to financial
statements, including unused lines of credit; assets pledged as collateral for the debt; and terms specified
in debt agreements related to significant events of default with finance-related consequences, significant
termination events with finance-related consequences, and significant subjective acceleration clauses.

Effective in fiscal year 2019-20:

GASB 84 — Fiduciary Activities

This Statement establishes criteria for identifying fiduciary activities of all state and local governments.
The focus of the criteria generally is on (1) whether a government is controlling the assets of the fiduciary
activity and (2) the beneficiaries with whom a fiduciary relationship exists. Separate criteria are included

to identify fiduciary component units and postemployment benefit arrangements that are fiduciary
activities.

GASB 90 - Majority Equity Interests—an amendment of GASB Statements No. 14 and No. 61)

This Statement defines a majority equity interest and specifies that a majority equity interest in a legally
separate organization should be reported as an investment if a government’s holding of the equity interest
meets the definition of an investment. A majority equity interest that meets the definition of an investment
should be measured using the equity method, unless it is held by a special-purpose government engaged
only in fiduciary activities, a fiduciary fund, or an endowment (including permanent and term
endowments) or permanent fund. Those governments and funds should measure the majority equity
interest at fair value. For all other holdings of a majority equity interest in a legally separate organization,
a government should report the legally separate organization as a component unit, and the government or
fund that holds the equity interest should report an asset related to the majority equity interest using the
equity method. This Statement establishes that ownership of a majority equity interest in a legally
separate organization results in the government being financially accountable for the legally separate
organization and, therefore, the government should report that organization as a component unit.

5



CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

SCHEDULE OF OTHER MATTERS

Effective in fiscal year 2020-21:
GASB 87 — Leases

This Statement will increase the usefulness of governments’ financial statements by requiring reporting of
certain lease liabilities that currently are not reported. It will enhance comparability of financial
statements among governments by requiring lessees and lessors to report leases under a single model.
This Statement also will enhance the decision-usefulness of the information provided to financial
statement users by requiring notes to financial statements related to the timing, significance, and purpose
of a government’s leasing arrangements.

GASB 89 - Accounting for Interest Cost Incurred before the End of a Construction Period

This Statement establishes accounting requirements for interest cost incurred before the end of a
construction period. Such interest cost includes all interest that previously was accounted for in
accordance with the requirements of paragraphs 5-22 of Statement No. 62, Codification of Accounting
and Financial Reporting Guidance Contained in Pre-November 30, 1989 FASB and AICPA
Pronouncements, which are superseded by this Statement. This Statement requires that interest cost
incurred before the end of a construction period be recognized as an expense in the period in which the
cost is incurred for financial statements prepared using the economic resources measurement focus. As a
result, interest cost incurred before the end of a construction period will not be included in the historical
cost of a capital asset reported in a business-type activity or enterprise fund. This Statement also
reiterates that in financial statements prepared using the current financial resources measurement focus,
interest cost incurred before the end of a construction period should be recognized as an expenditure on a
basis consistent with governmental fund accounting principles.



: CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES
2017-001 Supporting Documents for Solid Waste Rate

Rates charged to customers should be supported by the City’s Master Fee Schedule approved by the City
Council.

During our audit, we selected forty utility cash receipts for testing of the City’s internal controls
surrounding its cash receipts cycle. In the testing, we recalculated fees charged using the Master Fee
Schedules, available online on the City’s website or provided by the City. One selected receipt contained
a solid waste rate that had no supporting documentation as to how the rate was calculated.

The City could be inaccurately charging the customer for that service.

According to City staff, the rate used has not changed since 2007 and the City could not locate supporting
documentation for the rate.

The City should ensure that all utility fees are displayed in the Master Fee Schedules.
Current Status:
Implemented.

2017-002 Golf Enterprise Fund Working Capital

The Government Finance Officers Association (GFOA) recommends that local governments adopt a
target amount of working capital which indicates the level of funding needed to meet the obligations of
the fund. Working capital is defined as the difference between current and non-current assets and
liabilities of the fund. In addition, the City’s policy for enterprise funds is that the target for working
capital is that a baseline of 90 days of working capital or 25% of operating expenses is maintained.

As of June 30, 2017, the Golf Enterprise Fund had working capital that could only cover 19 days or 3% of
the Fund’s operating expenses. In addition, the fund has incurred an operating loss for the past two fiscal
years.

The City is not in compliance with the terms of its working capital policy.

The Golf Fund revenue as well as the annual play has declined over the past 10 years combined with the
increase in expenditures for capital improvements necessary to keep the course in operating condition.

The City should develop a plan to analyze the operations of the Golf Enterprise Fund and develop a plan
to fund the operations in a manner that would bring the fund into compliance with the City’s working
capital policy.



CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

2017-002 Golf Enterprise Fund Working Capital (Continued)

Current Status:

As of June 30, 2018, the Golf Enterprise Fund had working capital that could only cover 23 days
or 6% of the Fund’s operating expenses.

Management’s Response to Current Year Status:
The City's new Golf Pro continues to look for ways to increase revenue. In January 2018 rates
were increased. There is an ongoing effort to ensure the working capital policy is met in future

years.

2017-003 Prior Year Recommendations Not Yet Implemented

During the current year audit, we followed up on the status of Significant Deficiencies identified on the
Status of Prior Year Significant Deficiencies. We found that the following deficiencies had either been
partially or not mitigated at June 30, 2017. Therefore, they are deemed to be current year Significant
Deficiencies. Details of these deficiencies and associated management’s responses are listed in the Status
of Prior Year Significant Deficiencies.

e 2015-002 Timely Review and Approval of Journal Entries

e 2015-003 Investment Reporting and Compliance

e 2015-004 Timely Filing of Continuing Disclosure Reports

e 2014-002 Timely Preparation and Approval of Bank Reconciliation
e 2012-02 Internal Controls — Segregation of Duties

Current Status:

See comment 2018-001.



CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

2015-002 Timely Review and Approval of Journal Entries

This comment is an update of matters repeated in prior years as discussed in Significant Deficiency 2014-
003, which is not repeated in this report since it is substantially redundant with our comments below.

Journal entries should be prepared and reviewed in a timely manner for the period in which the entry is to
be posted, in order to keep accounts up to date with the current information. In addition, to have a

complete audit trail of the journal entry process, the dates of preparation and review should be
documented for all journal entries.

We selected forty journal entries for testing of controls over the journal entry process and supporting
documentation and noted thirteen of the journal entries were reviewed more than a month after the
periods the entries were intended to adjust. The journal entries were reviewed from two to nine months
after the date of preparation or the period in which they were being posted.

Two of the 40 journal entries tested did not have evidence of the date prepared and the date reviewed,
which is typically indicated by date stamps used by the Finance Department. One of the two journal
entries without a date stamp did have a date printed on the bottom of the page that reflected when the
journal voucher may have been prepared, however, no date of review was noted.

During our testing of investments, we also noted December 2014 and March 2015 journal entries to
record investments and interest, indicate they were prepared on April 23, 2015 and reviewed and posted
on April 22, 2015 which is prior to when the Treasurer’s Reports themselves were prepared and reviewed. -

Finally, we also noted that 5 of the 40 journal entries tested included the date stamp in accordance with
City policy, but the date on the review stamp was prior to the date the document was prepared.

Without the timely preparation, review and approval of journal entries, there is an increased risk of
unauthorized entries or an error going undetected, and interim financial reporting may be inaccurate.

We understand the delay in the review process was due to the shortage of staff in the Finance Department,
and the date stamp differences were due to staff oversight.

The City should develop procedures to ensure that all journal entries are prepared, reviewed, approved
and posted to the general ledger in a timely manner (within 30-45 days of the date of activity). And, the
date stamps should be included in that review process to ensure the process is accurately documented.



CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

2015-002 Timely Review and Approval of Journal Entries (Continued)

Current Status:

During this year’s audit, we again selected 40 journal entries for testing of controls over the
journal entry process and supporting documentation. We noted that the journal entries were
prepared, reviewed, approved and posted to the general ledger in a timely manner. However, we
noted two samples that had review dates stamped on them that were prior to the preparation date
of the entries. '

Management’s Response to Current Year Status:

The Finance Department has gone through multiple years of staff turnover which caused the
delay in the preparation of these items. As of July 2018, the Finance department is fully staffed
and the reports have been completed timely. We do not anticipate this to be an issue in the future.

2015-003 Investment Reporting and Compliance

During our review of timely preparation of the Treasurer’s Reports and compliance with the requirements
of the City’s Investment Policy, we noted the following;:

a. Timely Preparation and Approval of Treasurer’s Reports

This comment is an update of matters repeated in prior years as discussed in Other Matters 2014-
007 and 2012-07, which are not repeated in this report since they are substantially redundant with
our comments below.

To be an effective control, Treasurer’s Reports and the associated review should be completed in
their entirety as soon as reasonably possible after each month or quarter-end, typically within
thirty to forty-five days of the bank statement month end. In addition, Section XX, Reporting, of
the City’s Investment Policy requires that the City Treasurer review and make available the
monthly investment reports to the City Manager and City Council.

We reviewed the City’s December 31, 2014 and March 31, 2015 Treasurer’s Reports and noted
that they were not prepared until May 31 and June 1, respectively, and there was no indication of
the date when they were reviewed. We reviewed the City’s Treasurer’s Report and Successor
Agency Treasurer’s Report for the month of June 2015, and noted that both of the Treasurer’s
Reports were reviewed and approved on September 15, 2015.

With such delays, any errors, misstatements and/or unauthorized activities may not be identified
or corrected in a timely manner.

We understand the delay in preparing the Treasurer’s Reports was due to the Finance Department

being short staffed from July 2014 through March 2015 and that an employee was hired in March
2015 to help alleviate the work load.

10



2015-003

CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

Investment Reporting and Compliance (Continued)

The City should implement procedures to ensure the timely preparation of the monthly
Treasurer’s Reports and ensure that preparation and review are documented in a formal manner,
including the date of which each takes place.

b. Treasurer’s Report Accuracy and Compliance with Government Code

During our review of the January 2015 Treasurer’s Report we noted the following issues:

i

i,

Correct Identification of Investments

The Treasurer’s Report and Investment Reconciliation should accurately identify each
investment based on information provided by the trustee/fiscal agent statement.

During our review of the January 2015 Summary of Account Activity in the Treasurer’s
Report, we noted CAMP investments were properly classified, however on the Fund
Summaries page of the Treasurer’s Report, they were reported as Certificates of Deposit.

We also noted the City’s Certificates of Deposit, which were correctly identified in the
Summary of Account Activity page of the Treasurer’s Report, were classified as
Commercial Paper in the Investment Schedule page of the Treasurer’s Report. And, the
total Certificates of Deposit reported on the Investment Schedule did not agree to the total
on the Union Bank Statement as of January 31, 2015.

In addition, this error in reporting the CAMP investments as Certificates of Deposits
caused the actual balance of Certificates of Deposit of $25 million to be excluded from
the Fund Summaries page of the Treasurer’s Report.

City staff indicated that when they were preparing the Treasurer’s Report, they forgot to
update the categories.

Each page of the Treasurer’s Report should be reviewed in detail each month and
reconciled to both the investment statements and the general ledger to ensure accurate
reporting.

Fiscal Agent Investment Reporting

Treasurer’s Reports should be updated monthly or they should denote the date of the
information reported if it does not correspond with the statements as of the reporting date.

In our review of the January 2015 fiscal agent statements, we noted that there were
variances between the January 2015 Treasurer’s Report and the fiscal agent statements.
The Treasurer’s Report did not indicate that the reported balances were accurate as of
another date other than the January 2015 statements.

11



2015-003

iii.

.

CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

Investment Reporting and Compliance (Continued)

We understand the City only updates the activity for the fiscal agent investments on a
semi-annual basis in the Treasurer’s Report, but the Report does not include such an
indication.

As a result, the City is incorrectly reporting investments in the Treasurer’s Report on a
month to month basis — they are only accurate semi-annually.

City staff should include the actual month-end balances of the fiscal agent statements in
the Treasurer’s Report, or include an indication that the information is updated only semi-
annually. Another option would be to exclude the fiscal agent account balances from the
Treasurer’s Report, since the Investment Policy excludes funds subject to bond

‘indentures.

Compliance with Government Code Section 53607 Reporting Requirements

The Reporting Section of the City’s Investment Policy indicates that the monthly
investment reports are to be made available to the City Council. However, the
Resolution adopting the annual Investment Policy and the Budget Policy delegate the
authority to invest the funds of the City under California Government Code Section
53607, which requires monthly reporting of transactions to the legislative body.

We understand the monthly reports are not submitted to City Council and the Treasurer’s
Reports are only submitted when they are requested by City Councilmembers.

The City should determine whether the current reporting requirement in the Investment
and Budget Policies is sufficient under the Government Code, or if the Investment and
Budget Policies and reporting method should be revised to conform to the Code
requirements.

Compliance with Government Code Section 53646 — Updating Reference to Investment
Policy

Government Code Section 53646 requires that the Treasurer’s Report state compliance of
the portfolio to the statement of investment policy, or the manner in which the portfolio is
not in compliance.

We reviewed the December 2014, January 2015 and March 2015 Treasurer’s Reports and
noted that the statement of certification of compliance to the City’s Investment Policy
references the Investment Policy adopted by City Council dated September 18, 2006,
when the City’s most recent Investment Policy is dated August 6, 2013.

Staff indicated that during the preparation of the Treasurer’s Report, staff copied over the
incorrect date of the adoption of the Investment Policy.

The date in the certification should be updated or it could even be removed.

12



_ CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

2015-003 Investment Reporting and Compliance (Continued)

City staff should review and compare the Treasurer’s Report to all investment/trustee statements in detail
each month and not just update the balances, to ensure information is being presented correctly. City staff
should also ensure that investments are classified correctly by investment type and amount. Finally, the
City should determine whether the current reporting requirement in the Investment Policy is sufficient
under the Government Code, or if the Investment Policy and reporting method should be revised to
conform to the Code requirements.

Current Status:

a. Timely Preparation and Approval of Treasurer’s Reports

We again reviewed the Treasurer’s Reports for timely preparation and proper approval and noted
the following:

e The October 31, 2017 Treasurer’s Report was prepared and reviewed on April 17, 2018
almost six months after the end of the period.

e The November 30, 2017 Treasurer’s Report was prepared and reviewed on April 20,
2018 almost five months after end of the period.

e The February 28, 2018 Treasurer’s Report was prepared and reviewed on May 15, 2018
almost three months after the end of the period.

b. Treasurer’s Report Accuracy and Compliance with Government Code
i.  Correct Identification of Investments

Implemented

13



CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

2015-003 Investment Reporting and Compliance (Continued)

ii.  Fiscal Agent Investment Reporting
Implemented
iii. ~ Compliance with Government Code Section 53607 Reporting Requirements

Not implemented. The City did not submit monthly investment reports to the City
Council in fiscal year 2017-2018.

iv.  Compliance with Government Code Section 53646 — Updating Reference to Investment
Policy

Implemented
Management’s Response to Current Year Status:
The Finance Department has gone through multiple years of staff turnover which caused the
delay in the preparation of these items. As of July 2018, the Finance department is fully staffed

and the reports have been completed timely. We do not anticipate this to be an issue in the future.

2015-004 Timely Filing of Continuing Disclosure Reports

The covenants of the City’s 2012 Water Refunding Bonds and 2012 Sewer Refunding Bonds require
them to prepare an Annual Report no later than seven months after the end of the City’s fiscal year. The
Report should be filed with the Municipal Securities Rule-making Board (MSRB) by either the City or
the bond trustee.

During our review of the filing of continuing disclosure, we noted that as of October 21, 2015, the City
had not filed any Annual Reports to date for the 2012 Water Refunding Bonds or the 2012 Sewer
Refunding Bonds.

The City is not in compliance with the annual reporting requirements of the Bond covenants.

Although the City does make annual filings for other bond issues, we understand the failure to report was
due to City staff not being aware of the disclosure requirements for these debt issues.

The City should ensure that the delinquent Annual Reports are filed with MSRB and future Reports are

filed timely. If the Trustee is responsible for the filing, the City should make sure that the filing is
completed by the deadline.

14



CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

2015-004 Timely Filing of Continuing Disclosure Reports (Continued)

Current Status:

During our review of the filing of continuing disclosure, we noted that the City did not file the
annual reports for the fiscal year ended June 30, 2017 until May 2, 2018 for the 2012 Water
Refunding Bonds and the 2012 Sewer Refunding Bonds.

Management’s Response to Current Year Status:

The City continues to work with a consultant to ensure that all continuing disclosure filing is up
to date now and in future years.

2014-002 Timely Preparation and Approval of Bank Reconciliations

Bank reconciliations are one of the most important internal controls a city can have, and the bank
reconciliation cannot be considered complete until it has been reviewed and approved. To be an effective
control, bank reconciliations and the associated review should be completed in their entirety as soon as
reasonably possible after each month-end, usually within thirty to forty-five days of bank statement
month end.

We reviewed the City’s December 2013 bank reconciliations and noted they were not completed until late
February 2014 as follows: Payroll Account - February 27, Section 125 (Aflac) Account - February 24,
Police Account - February 24 and Workers Compensation Account - February 20. We were unable to
determine the completion or review date of the General Account, as there was no date noted, however it
appears to have been mid-February due to the print date on the paper backup.

We reviewed the City’s January 2014 bank reconciliations for the same accounts and it is also unclear as
to when they were completed as the preparer and reviewer sign-offs are not dated, however it appears
they were completed in mid-March due to the print dates on the paper backup.

Finally, we noted that the April 2014 bank reconciliations for the accounts were not completed as of June
10, 2014. With such a delay, any errors, misstatements and/or unauthorized activities may not be
identified in a timely manner or corrected accordingly.

We understand the delay in preparing the bank reconciliations was due to the implementation of the utility
billing module of the New World System on January 1, 2014 impacting all Finance staff. In addition, we
understand there was a turnover in staff during the month of February 2014 and the transition period
impacted the timely preparation of the bank reconciliations.

The City should implement procedures to ensure the timely preparation of the bank reconciliations and
ensure that preparation dates and signatures are visible on the reconciliations.

Update at June 30, 2015: We reviewed the City’s December 2014 bank reconciliations for the following
accounts and noted there was no indication of the date they were prepared and they were not reviewed
until March 2015 as follows: Section 125 (Aflac) Account — March 21, Police Account — March 13 and
Workers Compensation Account — March 21. The December 2014 General Account and Payroll Account
reconciliations were not prepared or reviewed until May 6 and April 16, respectively.

15



CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

2014-002 Timely Preparation and Approval of Bank Reconciliations (Continued)

We also reviewed the City’s January 2015 bank reconciliations for the following accounts and noted there
was no indication of the date they were prepared and they were not reviewed until March 2015 as follows:
Section 125 (Aflac) Account — March 21, Police Account — March 21 and Workers Compensation
Account — March 31. The January 2015 General Account and Payroll Account were not prepared or
reviewed until May 12 and May 6, respectively. And, during our review of the General Checking account
June 2015 reconciliation, we noted it was not prepared and reviewed until September 10, 2015 and
September 15, 2015, respectively.

We understand the delay in preparing the bank reconciliations was due to the Finance Department being
short staffed from July 2014 through March 2015 and that an employee was hired in March 2015 and is in
training to assume the bank reconciliation duties.

Current Status:

We again selected bank reconciliations for testing for timely preparation and proper approval and
noted following:

The City’s December 2017 bank reconciliations for the General Checking, Payroll Checking,
Successor Agency Check, and Workers’ Compensation Checking Accounts were not prepared or
reviewed until March 5, 2018. Additionally, the Payroll Section 125 Reimbursement Account
December 2017 bank reconciliation was not prepared and reviewed until March 9, 2018.

Furthermore, the City’s February 2018 bank reconciliation for the General Checking Account
was not prepared and reviewed until May 14 and 15, 2018, respectively.

According to City staff, the reason for the delay was due to staff changes in the Finance
Department during the current year.

Management’s Response to Current Year Status:
The Finance Department has gone through multiple years of staff turnover which caused the

delay in the preparation of these items. As of July 2018, the Finance department is fully staffed
and the reports have been completed timely. We do not anticipate this to be an issue in the future.
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CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

2012-02 Internal Controls — Segregation of Duties

This comment is an update of matters repeated in prior years as discussed in Significant Deficiency 2010-
03, which is not repeated in this report, since it is substantially redundant with our comments below.

During our review of the City’s internal controls for proper segregation of duties and procedures, we
noted areas in which controls need to be improved and employee’s access and/or duties revised. Good
internal controls require that employees with access to the City’s assets not have access to the City’s
accounting records for the same assets.

a. Super-User Status in the General Ledger System

C.

Accounting staff should not normally be allowed to have Super-User rights in the City’s general
ledger system. We noted that three City employees (the Finance Director, the Accounting
Manager, and the Deputy Director of Finance) have super-user rights to the HTE Sunguard
System. When accounting staff have super-user rights, there is a potential risk of restricting or
allowing access to other user’s abilities to access the different modules in the accounting system
(i.e. unauthorized adjustments could be made to the general ledger). In addition, unauthorized
transactions could be processed without proper review and approval. While we understand the
City has a limited number of staff available to provide system administration functions, the City
should consider restricting super user rights to as few employees as possible. Until that is
possible, the City should implement mitigating controls such as a review and approval of changes
made to the system by the above employees.

Reviewing Changes to Vendor Database

The Accounts Payable Senior Accounting Technician processes accounts payable, mails the
checks, and has access to the vendor database. Although the check registers are reviewed, there
is no review of the vendor database for additions or modifications. An employee other than the

Senior Accounting Technician should review the vendor database periodically and approve all
additions and modifications.

Reviewing Changes to Employee Database

The Payroll Clerk processes payroll, and although she cannot add new employees to the
employee database, she can modify data within the database. Although the payroll registers are
reviewed, there is no review of the employee database for modifications. An employee other than

the Payroll Clerk should review the employee database periodically and ensure all modifications
have been approved.

Update for 2013, 2014 and 2015 Audits —We again noted the lack of segregation of duties
associated with super users and reviewing changes to the vendor and employee databases.

With such access to the databases, there is a risk of unapproved changes being made to the vendor or
employee databases. Ideally, the access to the various databases should be removed from the
employees involved with processing the above transactions. In the event that is not possible, another

appropriate employee should review the applicable databases periodically to ensure all additions,
deletions and modifications have been approved.

17



2012-02

CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
SIGNIFICANT DEFICIENCIES

Internal Controls — Segregation of Duties (Continued)

We understand the New World System accounting software does not currently have the capability of
producing reports of changes made to the various databases. Again, if the access to the databases
cannot be removed from the employees noted, when these database changes reports are available,
they should be generated during the review process for each applicable area and reviewed in detail to
ensure all modifications were accurate and approved.

Current Status:

a. Super-User Status in the General Ledger System

Not implemented. We noted that same three City staff positions still have super-user rights to
the New World System.

Reviewing Changes to Vendor Database

Implemented.

Reviewing Changes to Employee Database

Although the payroll registers are now reviewed, if changes to the employee database are
completed without backup being provided, the change may go unnoticed. The City should

develop a process to ensure that the Accounting Manager is alerted to any changes that are
made to the employee database.

Management’s Response to Current Year Status:

a. Our current software does not allow us to mitigate this issue. User rights are closely

monitored and evaluated by both Finance and IT to be sure appropriate internal control
procedures are established.

Implemented.
Our current software does not allow us to mitigate this issue. Staff is working with the
software provider to provide a report that would allow for auditing of payroll database

information. However, staff does a thorough review of the payroll database on an on-going
basis and also ensures there is an appropriate segregation of duties between HR and Payroll.
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CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
OTHER MATTERS

2016-003 Information Technology Best Practices Recommendations

We conducted an Information Systems Review with our audit which encompassed the City’s financial
information system and the network environment that houses it. Our work goes beyond simply looking at
financial information systems as a result of greater risks of unauthorized access caused by overall industry
growth of web-based commerce and internet based financial systems. Internal controls that are present in
the overall network environment have become more important and relevant to understanding the internal
controls over the financial system. We believe Information System controls must be continuously
improved and enhanced to stay ahead of the ever increasing sophistication of hackers and criminals.

Currently, there are no Information Technology standards to which local governments are required to
conform. Indeed there are a wide variety of informal guidelines and suggested controls from many
different organizations which local governments can use to implement appropriate controls to ensure
adequate security over information technology. Our Information Technology staff have reviewed these
informal guidelines and concluded that the certification and accreditation framework developed by the
National Institute of Standards and Technology (NIST) for the Federal Information Security Management
Act (FISMA) are the most appropriate for local government!. NIST and FISMA represent the minimum
security requirements for federal government agencies information systems. NIST recommends these for
state and local governments. Our procedures included performing an external network scan based on
NIST criteria and in determining that internal control provides for:

Internet access defenses including hacker prevention, detection and deterrent systems
Security of data from physical or network access

Adequately protecting data from unauthorized internal access

Reasonable measures to ensure continuation of service

VVVYYV

While the results of our work did not indicate material weaknesses, we noted a few areas which could be
improved. A summary of these recommendations which we believe are “best practices” are as follows:

Payment Card Industry Compliance

The City is not in compliance with the Payment Card Industry Data Security Standard (PCI-DSS). Any
organization that processes credit cards is required to comply with PCI-DSS, even if the processing is
outsourced. Failure to meet compliance requirements results in higher transaction fees and liability if a
security breach is found. Because the City accepts credit cards as a form of payment, the City must be
compliant with the applicable controls.

1 "State, local, and tribal governments, as well as private sector organizations are encouraged to consider using these guidelines,
as appropriate." NIST SP 800-37 Rev 1 pg 11
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CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
OTHER MATTERS

2016-003 Information Technology Best Practices Recommendations (Continued)

Current Status:

We again conducted an Information Systems Review and noted that City is still not in compliance
with the Payment Card Industry Data Security Standard.

Management’s Response to Current Year Status:

The City is working toward the goal of PCI compliance and understands the importance of
compliance. A non-compliant server that was hosting one of our applications has been replaced.
We will continue to evaluate any shortcomings in technology and work processes to achieve this
goal.

2015-008 Compliance with Health and Safety Code Reporting Requirements for the Housing
Successor

This comment is an update of matters repeated in prior years as discussed in Other Matter 2014-008,
which is not repeated in this report, since it is substantially redundant with our comments below.

Senate Bill No. 341 (SB341) was approved on October 13, 2013 and amended and added to the Health
and Safety Code (HSC) effective January 1, 2014 to change provisions relating to the functions performed
by a Housing Successor. Part of SB341 added HSC Section 34176.1 that imposes annual reporting
requirements related to the housing assets of the former Redevelopment Agency held by the Housing
Successor.

The City serves as Housing Successor for the housing activities of the former Manteca Redevelopment
Agency and the activities of the Housing Successor are reported in the Low and Moderate-Income
Housing Assets Special Revenue Fund.

Under the reporting requirements, the Housing Successor is required to include eleven points of
information for the previous fiscal year in the City’s annual report of the General Plan Administration due
each April 1 (Government Code Section 65400) and post the same eleven points of information on the
City’s website. In addition, certain information included in Section 34176.1(a)(3) is to be included in the
report every five years.

The reporting information began with fiscal year 2014 reporting that was due to the Department of
Housing and Community Development (HCD) and to be posted to the City’s website by April 1, 2015.
However, the City did not prepare the required report for submission to HCD or posting to the City’s
website.
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CITY OF MANTECA
MEMORANDUM ON INTERNAL CONTROL

STATUS OF PRIOR YEAR
OTHER MATTERS

2015-008 Compliance with Health and Safety Code Reporting Requirements for the Housing
Successor (Continued)

The City, as Housing Successor, should file the fiscal year 2014 report as soon as possible and develop
procedures to ensure ongoing compliance with the annual reporting requirements of HSC Section 34176.1

Current Status:

During the current year audit, we followed up on the status of the above condition. We noted that
the deficiency has not been mitigated.

The City serves as Housing Successor for the housing activities of the former Manteca
Redevelopment Agency and the activities of the Housing Successor are reported in the Low and
Moderate-Income Housing Assets Special Revenue Fund.

Management’s Response to Current Year Status:

City staff will be issuing a Request for Proposals to solicit professional services to assist with
requirements as set forth in HSC 34176.1.
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IV.MAZE

& ASSOCIATES
REQUIRED COMMUNICATIONS

To the City Council of
the City of Manteca, California
We have audited the basic financial statements of the City of Manteca as of and for the year
ended June 30, 2018. Professional standards require that we communicate to you the following
information related to our audit under generally accepted auditing standards and Government
Auditing Standards and the Uniform Guidance.
Significant Audit Findings
Accounting Policies
Management is responsible for the selection and use of appropriate accounting policies. The
significant accounting policies used by the City are described in Note 1 to the financial
statements. No new accounting policies were adopted and the application of existing policies was

not changed during the year, except as follows:

The following Governmental Accounting Standards Board (GASB) pronouncements became
effective, and did not have a material effect on the financial statements:

GASB 81 — Irrevocable Split-Interest Agreements

GASB 85 — Omnibus 2017

- GASB 86 — Certain Debt Extinguishment Issues

The following Governmental Accounting Standards Board (GASB) pronouncement became
effective, and as disclosed in Note 9E to the financial statements required a prior period
adjustment for the cumulative effect on the financial statements.

GASB 75 — Accounting and Financial Reporting for Post-employment Benefits Other
Than Pensions

Unusual Transactions, Controversial or Emerging Areas

We noted no transactions entered into by the City during the year for which there is a lack of
authoritative guidance or consensus. All significant transactions have been recognized in the
financial statements in the proper period.

T 925.930.0902
Accountancy Corporation F 925.930.0135

3478 Buskirk Avenue, Suite 215 23 E Maze@mazeassociates.com
Pleasant Hill, CA 94523 w mazeassociates.com



Accounting Estimates

Accounting estimates are an integral part of the financial statements prepared by management and
are based on management’s knowledge and experience about past and current events and
assumptions about future events. Certain accounting estimates are particularly sensitive because
of their significance to the financial statements and because of the possibility that future events
affecting them may differ significantly from those expected. The most sensitive estimate(s)
affecting the City’s financial statements were:

Estimated Fair Value of Investments: As of June 30, 2018, the City held approximately
$304.4 million of cash and investments as measured by fair value as disclosed in Note 3
to the financial statements. Fair value is essentially market pricing in effect as of June
30, 2018. These fair values are not required to be adjusted for changes in general market
conditions occurring subsequent to June 30, 2018.

Estimate of Depreciation: Management’s estimate of the depreciation is based on useful
lives determined by management. These lives have been determined by management
based on the expected useful life of assets as disclosed in Note 7 to the financial
statements. We evaluated the key factors and assumptions used to develop the
depreciation estimate and determined that it is reasonable in relation to the basic financial
statements taken as a whole.

Estimated Fair Value of Swaps: The Successor Agency to the Redevelopment Agency
has one Swap arrangement with a negative fair value in favor of the counterparty totaling
$7.7 million, as disclosed in Note 16D to the financial statements. Fair value is
essentially market pricing in effect as of June 30, 2018. The fair value is not required to

be adjusted for changes in general market conditions occurring subsequent to June 30,
2018.

Estimate of Compensated Absences: Accrued compensated absences which are
comprised of accrued vacation, holiday, and certain other compensating time is estimated
using accumulated unpaid leave hours and hourly pay rates in effect at the end of the
fiscal year as disclosed in Note 1G to the financial statements. We evaluated the key
factors and assumptions used to develop the accrued compensated absences and
determined that it is reasonable in relation to the basic financial statements taken as a
whole.

Estimated Claims Liabilities: Management’s estimate of the claims liabilities payable is
disclosed in Note 13 to the financial statements and is based on the prior year claims
experience of the City. We evaluated the key factors and assumptions used to develop
the estimate and determined that it is reasonable in relation to the basic financial
statements taken as a whole.

Estimated Net Pension Liabilities and Pension-Related Deferred Outflows and Inflows of
Resources: Management’s estimate of the net pension liabilities and related deferred
outflows/inflows of resources are disclosed in Note 10 to the financial statements and are
based on actuarial studies determined by a consultant, which are based on the experience
of the City. We evaluated the key factors and assumptions used to develop the estimate
and determined that it is reasonable in relation to the basic financial statements taken as a
whole.
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Estimated Total OPEB Liability and OPEB Related Deferred Outflows and Inflows of
Resources: Management’s estimate of the total OPEB liability and related deferred
outflows/outflows of resources are disclosed in Note 11 to the financial statements and is
based on actuarial studies determined by a consultant, which are based on the experience
of the City. We evaluated the key factors and assumptions used to develop the estimate
and determined that it is reasonable in relation to the basic financial statements taken as a
whole.

Disclosures
The financial statement disclosures are neutral, consistent, and clear.
Difficulties Encountered in Performing the Audit

We encountered no significant difficulties in dealing with management in performing and
completing our audit.

Corrected and Uncorrected Misstatements

Professional standards require us to accumulate all known and likely misstatements identified
during the audit, other than those that are clearly trivial, and communicate them to the appropriate
level of management. Management has corrected all/certain such misstatements. In addition,
none of the misstatements detected as a result of audit procedures and corrected by management

were material, either individually or in the aggregate, to each opinion unit’s financial statements
taken as a whole.

Professional standards require us to accumulate all known and likely uncorrected misstatements
identified during the audit, other than those that are trivial, and communicate them to the
appropriate level of management. We have no such misstatements to report to the City Council.

Disagreements with Management

For purposes of this letter, a disagreement with management is a financial accounting, reporting,
or auditing matter, whether or not resolved to our satisfaction, that could be significant to the
financial statements or the auditor’s report. We are pleased to report that no such disagreements
arose during the course of our audit.

Management Representations

We have requested certain representations from management that are included in a management
representation letter dated December 16, 2018.
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Management Consultations with Other Independent Accountants

In some cases, management may decide to consult with other accountants about auditing and
accounting matters, similar to obtaining a “second opinion” on certain situations. If a consultation
involves application of an accounting principle to the City’s financial statements or a
determination of the type of auditor’s opinion that may be expressed on those statements, our
professional standards require the consulting accountant to check with us to determine that the
consultant has all the relevant facts. To our knowledge, there were no such consultations with
other accountants.

Other Audit Findings or Issues

We generally discuss a variety of matters, including the application of accounting principles and
auditing standards, with management each year prior to retention as the City’s auditors. However,
these discussions occurred in the normal course of our professional relationship and our responses

were not a condition to our retention.

Other Information Accompanying the Financial Statements

We applied certain limited procedures to the required supplementary information that accompanies
and supplements the basic financial statements. Our procedures consisted of inquiries of
management regarding the methods of preparing the information and comparing the information for
consistency with management’s responses to our inquiries, the basic financial statements, and other
knowledge we obtained during our audit of the basic financial statements. We did not audit the
required supplementary information and do not express an opinion or provide any assurance on the
required supplementary information.

We were engaged to report on the supplementary information which accompany the financial
statements, but are not required supplementary information. With respect to this supplementary
information, we made certain inquiries of management and evaluated the form, content, and
methods of preparing the information to determine that the information complies with accounting
principles generally accepted in the United States of America, the method of preparing it has not
changed from the prior period, and the information is appropriate and complete in relation to our
audit of the financial statements. We compared and reconciled the supplementary information to

the underlying accounting records used to prepare the financial statements or to the financial
statements themselves.

We were not engaged to report on the Introductory and Statistical Sections which accompany the
financial statements, but are not required supplementary information. Such information has not
been subjected to the auditing procedures applied in the audit of the basic financial statements, and
accordingly, we do not express an opinion or provide any assurance on it.

$okskokokok

This information is intended solely for the use of City Council and management and is not
intended to be, and should not be, used by anyone other than these specified parties.

Mase # Hmneiatio
Pleasant Hill, California

December 16, 2018
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